Dark Future 

Can the "Dark Web" become the new version of the usual 

internet 

The translation by Volodya 1 . Original at http://kommersant.ru/doc/2602864 

A bright competitor to the Internet is maturing. Over-regulation of the Net is driving 
more and more users to its antipode, the "Dark Web". "Company Secret" has 
inquired about the goals and fears of the Darknet's heros. 

Text: Constantin Bocharskiy 



"We must thank the US National Security Agency. In the blink of an eye, or more 
concurrently in the time it took Edward Snowden to make a single proclamation, it has 
created an entire market" says Patrick Shleyzer 2 , one of the "Dark Web" activists. Dark Web 
or Darknet are the names of a fastly growing segment of the Internet, unavailable to the 
search engine indexing, anonymous, and protected. 



In order to serve the "dark web" one must use the programs, that do not expose the end 
user (for example, Tor), the payments are made in the cryptocurrency (for example, Bitcoin), 
the direct connections, that go around internet providers, are being made, the traffic is 
encrypted. The mail services, chats, search engines, and even Twitter and Facebook 
analogues, developed for "dark web" are being used. 



Anonymity and the impossibility to be spied on have made "dark web" appealing for the 
criminals. As an example, the most well-known resource in Dark Web was an online 
supermarket of narcotics, Silk Road. At its peak, according to the researchers, it was visited 
by 60 thousand persons a day, and the income of its owners was $1 .2mil a month. The 
entire financial turn-around through the life of the portal exceeded $1000mil 3 . After FBI has 
managed to arrest the alleged owner and close down the site, tens of new alternatives have 
opened up. 



Although according to the research of the French Institute for Research in Computer 
Science and Automation, INRIA "Digging into Anonymous Traffic: A Deep Analysis of the Tor 
Anonymising Network" the illegal resources, such as trade in narcotics, are visited by only 
0.06% of the users of "dark web". Dubious resources take another 0.15%. The rest of the 
users, just like in the regular internet prefer the search engines, sites about IT, social 
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networks, and good old porno. 



Heroes of the "dark web", that were interviewed by CS, claim that Darknet is being used 
with more and more interest by the regular people, who are not linked with criminals. 
Anonymity, the ability to avoid the scary attention from the government, the nerve-tingling 
feeling of freedom attrack users. And if there are users, then the number of projects, geared 
towards the "dark web" are also growing. Blogs, social networks, forums, and the online 
markets are being created. But the "dark web" doesn't stop there. The technologies, which 
were created for and tested for it mutate and are leaked into the internet. CS went into the 
Dark Web in order to learn from its heroes about the meaning of the alternative internet and 
whether there's a chance for it to become a true version 2.0 of the traditional web. 



2.5mil. This is the number of users, according to data for October 2014, that use the Tor 
browser daily, allowing them to hide from the spying and control. The third place in the 
national figures is Russia with 145 thousand daily users. 



Rural cell 

In the Karlamanbashevo village of Karmaskalinskiy district, which is 50 km from Ufa, the 
capital of Bashkiria 4 , there are 230 people. Here are 160 houses, 7 of which have small 
metal boxes with antennas. Such boxes are placed and on the important-looking mansion, 
and on the brick cottage, and on the seen-everything houses with the peeling paint. These 
are routers, which the help of which a local resident Azamat Hasanov is building a "village 
mesh-network". Thanks to it Hasanov did that, which was not possible for the local 
administration, to connect Karlamanbashevo to the Internet. 



Mesh-network comes from the English term mesh ("cell in the network" 5 ). If in the regular 
internet the user's computer connects to the Net through its provider and is connected only 
with it, in the mesh-networks all the computer are linked one to another, and provider, in its 
traditional sense, doesn't exist at all. Or, to be more correct, everybody is the provider. With 
the user of routers and special programs the users setup the direct connections from one to 
another through Wi-Fi. From the mesh-network it is possible to create a tunnel into the 
"large internet", giving all of its users the ability to access to the web. Another bonus is the 
common area of router pickup, which is extended as soon as another user joins, and free 
and gratis access to the resources of the own network. 



The characteristic of the mesh-networks is that they are 
difficult to shut down. There is no cable that one can 
simply cut, and there is no provider whose servers one 
can seal (put under arrest). "Mesh-network is alive while 
at least a couple of users exist in it. And these 
connections, just like the exit points to the internet are 
invisible to the outsiders. In this way the group gets a 
safe access to the external resources. This access is 
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Interneter 2.0. Caleb James DeLisle 
developed the protocol cjdns, which can 
become the basis of "alternative internet", 
can work without providers, protected from 
the surveillance, and based upon the links 
between the users. 
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invisible, censorship free, and cannot be hacked" says Stanislav, the originator of one of the 
largest in Russia mesh-community cjdns. After some considerations he decides not to say 
his family name, saying just that he works in a large national telecom company. "Right now 
meshnets are not banned, but who knows what law will be passed about it in the near 
future" he considers. 



The community cjdns unites about 1 thousand users, 700 of whom live in Russia, and other 
from other CIS countries. Unlike Karlamanbashevo village, the users of cjdns don't have the 
problem with the web-connection. Stanislav thinks aloud about other advantage of mesh- 
networks: "At the time of the earthquake in Fukushima the communications were destroyed. 
And in case of the emergency it can be critical to get in touch with your relatives, learn the 
news from them, understand what to do. The mesh-networks were saving them. Nobody is 
safe from such cataclysms. Mesh-network will allow one to stay connected." 



The name of the community, that is promoted by Stanislav comes from the namesake cjdns 
protocol used by him. This protocol is developed by Caleb James DeLisle 6 . And this protocol 
is used by one of the biggest and well known communities in the "dark web", Hyperboria. 



Internet replacement 

"Should you consider us a part of the "dark web"? I'm unsure that we are a part of anything. 
So the only thing that I can say about us is that we are dark" says DeLisle from Hyperboria. 
In his "dark network" there is a forum, chat server, and a social network. The number of 
dwellers is unknown even to DeLisle himself, who refuses to talk on Skype because it's the 
"proprietary protocol, that causes harm to the society, and is owned by one of the most evil 
technological companies". 



In Hyperboria, just like in all the other networks based on cjdns, there are no centralised 
servers, it's not necessary to pay from one's account, there is no censorship passed down 
rules. "In Hyperboria there is just one rule, do not create problems for a person with whom 
you are linked on the network" DeLisle postulates. Also in Hyperboria, in his affirmation, 
there is no criminality. Although DeLisle's relates in his own way to the words like "criminal" 
or "illegal". "What is criminality?" flares up Caleb "Is Snowden a criminal? Is WikiLeaks 
illegal? American judicial system tell us that to share the copy of songs and even of scientific 
papers is a crime. But at the same time the the government administration and corporations 
take gratis programs and use them to limit our freedoms". 



DeLisle tells about growing up using a slow dial-up 
internet and was always hoping for a better. "I was 
excited about how the internet has connected people, 
but disappointed that without special permissions, given 
out by the powers that be, nobody can become a real 
part of the Net, but remain just a 'consumer' of services 
of internet providers." The map of the DeLisle's world is 




Anarchist-Monetarist Amir Taaki (right), 
leader of anarchist group Unsystem, 
create the projects, filling up the "dark 
web" with life. The last of his projects is 
Dark Wallet, it must make it impossible to 
trace the users of Bitcoin 
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based on such problems as uncalled-for taking of domains and mass survailance are just 
the results of the outdated protocols, which give too much control to the small number of 
used to lying people. "Personally neither me nor you have something to hide from NSAor 
FBI, but the society as the whole are under threat from the unbelievable might of these 
organisations. In the world where the information is strength, they became dictators. This 
means that we receive social obligations to resist" says he. 



In DeLisle's opinion, there is something that is hidden behind the noise about the "dark 
web": technologies, similar to cjdns, are able to become new, improved model of the 
internet. In his words, such decisions show a bigger effectiveness, than those that control 
the internet today: they don't have the bottlenecks such as the internet providers of today. 



DeLisle says that besides deploying the cjdns-based networks his protocol is used by the 
business already, for example the company Enigmabox, that engages in the safe telephone 
communication. "What will become of Hyperboria? This depends on Hiperborians" thinks 
DeLisle. "I want, that cjdns became an easy solution to create networks that will bring back 
for us the good old internet. Then my work will be done". 



Dark stir 

The Kickstarter for the router Anonobox has taken in almost $600 thousand in three days. 
This router is based upon the anonymous technologies of Tor. This ended up almost 100 
times more than a requested sum of $7.5 thousand. The ten-fold sum was received in just a 
few hours. And while soon the author was accused of plagiarism and the project was 
blocked, the case of Anonobox has demonstrated the demand for the idea of "anonymity 
without bother", where the market of just one simple gadget is measured in millions of 
dollars. 



Black market 

"We live in the age of the mass criminalisation and stolen freedoms, and we need to 
understand that the only way of opposition is the continuous action" says Amir Taaki, the co- 
founder of the anarchistic group Unsystem 7 . Taaki postulates, almost reading the manifesto. 
But soon it comes to light that he lives in the way as if he was preaching. One after another 
projects are produced by him, which create the whole world, hiding the citizens from the 
always vigilant control of the state. In Taaki's portfolio there's a service for the safe 
exchange of documents PayPub, the online market system Dark Market, and the wallet for 
the invisible payments Dark Wallet. All of them use the ideas, taken from the architecture of 
Bitcoin, which is worshipped by Taaki. 



His Dark Market was already christened a inheritor of Silk Road, scandalous smashed 
supermarket in narcotics. However, unlike its prototype, it is unlikely possible to take away 
the servers or to arrest the owners of Dark Market. Not the first and not the latter exist. As in 
the case with bitcoins, here a user downloads to one's computer a small program, which is 
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responsible for the looking at and the creation of the positions of goods for sale. And all the 
data, that is needed for that, and also for transactions, are kept in the "blockchain", a small 
encrypted and broken down into the small pieces collections of data, which are distributed 
through the computers of the users. In order to close down Dark Market, police would have 
to arrest all of its users and to turn off all of their computers to the last one. 



Taaki has written Dark Market during one "hackathon" dedicated to Bitcoin, that took place 
in the beginning of this year in Toronto. "I just got the prise of $10 thousand, for making a 
working prototype and have uploaded the source code for those who wanted to contribute to 
it" says Taaki. He has focused on Dark Wallet, admitting that the idea of bitcoin more and 
more possess him. "For the first time in 200 years since the beginning of the nation we have 
money, which can be used anonymously in any amount and for any purpose. The chains are 
broken down, and I anxiously await the inevitable explosion". The main idea of Dark Wallet 
is the irreversible encryption of transactions. Ended up that theoretical ability to identify the 
sender and the receiver of the payment of bitcoin networks exists. Dark Wallet uses the 
technology of "mixing" of transactions, twisting the tracks now completely, as Taaki thinks. 



Codes of Dark Wallet also found their use. On their basis another team is creating its project 
Open Bazaar, inheriting all of the key technological ideas of its progenitor, but remaining a 
completely "white" project, as the developers claim. There will be no place for narcotics and 
anything that "can damage a human". Unlike Dark Market, Open Bazaar works already in 
the grey fog of the frontier. "Technically we operate in the Clearnet and in Darknet 
depending upon the wishes of the user" says Bryan Hoffman, the head of the development 
of Open Bazaar. "You can use our service in both areas. These versions cannot interact with 
one another, but we will maintain both". 



Darker than darkness 

"I think that there are many reasons for the existence of that which is called Darknet. 
Considering that Tor was created by the order of the US Navy, we see that even the 
governments consider the right to privacy rational" says Hoffman. 



He is sure that Darknet is huge and it will become larger and larger as citizens will begin to 
realise the depth of the daily invasion into their private lives. "People need to understand 
that to get rid of the spying is the need not only for the criminals. If, of course, you don't 
yourself want that your naked photos posted all over the internet" says Hoffman. "We saw 
how the government has fabricated cases against the innocent with the use of the collected 
from their computer histories of the internet searches. In the same way they are able to look 
at your traffic remotely. Even if you think that you have nothing to hide, it is not impossible 
that when the witch hunts will begin somebody will want to compare your traffic with the 
crime, which you did not commit". 



Even though, Hoffman thinks sceptically about the 
possibilities of monetisation of the "dark web": "I don't 
think that this is the place for monetisation, more like for 

the Saving Of Ourselves". " "Dark web" was Created On Darknet for dummies. Patrick Shleyzer has 

created the operating system based on the 
Tor-technologies Whonix, which is useable 
even by the people who are removed from 
technology 




the wave of the discontent about what is happening with the Internet. The users feel that 
they take back their power when they use Darknet, and it empowers them" agrees with him 
Patrick Shleyzer, the creator fo Whonix, and operating system for anonymous web. Its 
development has began when Shleyser has attempted to write the instruction manual for the 
instruction of the Tor browser for the anonymous serfing on the internet and visiting of the 
"secret" resources, that could be understood by the non-technical people. In his words he 
ended up in the complete thicket, so unintuitive and complicated was the process. It was 
easy to forget something, and it meant that the actions to implement one's anonymity were 
useless. "I was shocked by the gigantic demand on such solutions and by how difficult they 
are for the end users" says Shlayser, "Together with the volunteers we discovered many 
perculialities of the system, that were not described in the documentation. After some time 
we together with my partner Jayson Ayala automated those steps. And this was the birth of 
Whonix." 



Whonix protects the user, creating on the computer several "virtual machines", copies of the 
operating system. One of which works as a "gateway" to the outside world and answers for 
the "invisibility". The second for the working environment, which talks to the outside world 
only through the first, protected, copy. Any evildoer, while trying to break into the system, 
cannot come further than the first isolated virtual machine. 



With his work Patrick hopes to expand the auditory of the "dark web". "People always give 
the ease of use as the payment for their safety. But if the services of "dark web" can become 
simple enough, the situation can change quite fast" supports him Braine Hoffman. In his 
opinion, protocols, which are in use on today's Internet, are godlessly aged, they were 
created in times when the user didn't have to be afraid of the spying, viruses, and compluter 
fraud. "Today many understand that the infrastructure needs improvement. That's why 
people that attempt to invent the free, decentralised and the modern internet appear" thinks 
he. 



Miguel Freitas, the creator of Twister, the decentralised 
analogue of Twitter: 
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There are many reasons why people leave into the 

Darknet. If you need to talk about the problems about drug addiction with your doctor, would 
you do that in the Net, where your employer can spy on you? And what can you talk about in 
the country where the police can break into your house without any reason? We have many 
Chinese users, that are practically blocked in their own country. We got new users from 
Turkey in the days when Recep Tayyip Erdogan blocked Twitter. But I think that "dark web" 
is the really big thing. Users do not think about the security until they find themselves on a 
hook. The history teaches us that the spying cannot be controlled and this problem cannot 
be solved by the laws, which will be disregarded. The solution can come from the 
technologies, for example creation of the networks, created in the way that will protect our 
freedom. Maybe such a network will become a real Internet 2.0. 



